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The Cyber Threat
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You may be wondering why you need to be concerned about cyber

security and resilience.

Smaller public sector organisations often ask: “Why would anyone

attack us?”

But if you or your suppliers rely on Internet-connected digital

services or products to deliver public services, your organisation

and the services you provide to the public are at risk.



Supplier Cyber Security
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• Supply chain often a significant vulnerability for more mature
organisations

• The Scottish public sector is being encouraged to ensure its suppliers
have appropriate cyber security in place. That’s because:

o Duty to prevent disruption to vital public services
o We want to support our suppliers to improve their cyber

security



Supplier Cyber Security – What Are We Doing?
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To help achieve this, the Scottish public sector have been encouraged to
implement:

• A guidance note (embedded in the Cyber Resilience Framework) which has
been produced for all public sector organisations, setting out best practice
from the National Cyber Security Centre (the UK technical authority on
cyber security).

• A beta decision-making support tool called the Scottish Cyber Assessment
Service, which all public sector organisations and suppliers bidding for
public sector contracts can make use of.



Supplier Cyber Security – Guidance Note
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• Key Point 1: Follow the cyber security principles 

(the 12 Principles of Supply Chain Security) 

endorsed by the NCSC.

• Key Point 2: In particular, broadly align approach 

to NCSC Principle 5 (“Set and communicate 

minimum security requirements for suppliers”) 

with the “Use Cases” provided by the NCSC.

• Key Point 3: Embed in procurement processes an 

appropriate and proportionate information/cyber 

security assurance process. 

• Key Point 4: Proportionate, case-by-case 

approach to certification.



Scottish Cyber Assessment Service 
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Aims:

• Developed to support consistent implementation of a new Guidance
Note, and produce richer information on supplier cyber security.

• minimise any necessary additional burdens on Scottish public sector 

organisations (as purchasers) and private and third sector organisations 

(as suppliers);
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How does the Scottish Cyber Assessment Service work? (1)

• Public sector organisations are encouraged to use the tool to 
complete a Cyber Risk Profile Assessment for contracts before they 
issue Invitations to Tender.

• This will generate a Cyber Risk Profile for the contract, and a 
Supplier Assurance Questionnaire that is proportionate to the risk.



Scottish Cyber Assessment Service (SCAS) Tool
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How does the Scottish Cyber Assessment Service work? (2)

• A unique Risk Assessment Reference is generated by the service. 
This can be issued as  part of the Invitation to Tender, along with 
the automatically generated information on cyber resilience 
requirements. 

• Suppliers can use the Risk Assessment Reference to log onto the 
Tool, complete the relevant Supplier Assurance Questionnaire, and 
download a report to submit alongside all other tender documents.

• They will then be able to assess the answers provided by potential 
suppliers as part of their evaluation of tenders.



These are the Common Core Cyber Resilience Requirements that suppliers are expected to meet in order to manage cyber risk in Scottish public sector contracts. These requirements
broadly align with NCSC Supply Chain Guidance, and are embodied in the SCAS decision-making support tool available at www.cyberassessment.gov.scot.

Public sector organisations may choose to supplement these common core requirements with additional controls or requirements depending on the circumstances of the contract and
risk appetite. By ensuring they meet these common core requirements, suppliers can ensure they are well placed to manage cyber risk to an appropriate level when dealing with public
sector contracts.

Advanced approaches to  cyber resilience, most likely to be 
appropriate for organisations facing sophisticated threats 

with high potential impact.

Holistic approaches to cyber resilience, provide greater 
assurance that targeted attacks can be resisted or  dealt 

with when they occur.

Very low risk profile

Public bodies encouraged to 
signpost suppliers to good 

practice

LOW RISK PROFILE

MODERATE RISK PROFILE

HIGH RISK PROFILE

N/A – No cyber risk 
identified in contract.

VERY LOW RISK PROFILEC
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Specialist requirements
(e.g. List X, etc.)

Certification 
options

Triggers
Where organisations are
using cloud services or
cloud - enabled products,
they will be asked to
confirm compliance with
NCSC Cloud Security
Principles.

Triggers
Where personal
information is
processed, organisations
will be asked to confirm
compliance with
ICO/NCSC guidance for
protecting personal
data.

Membership of the Cyber 
Security Information Sharing 

Partnership (CiSP) is 
encouraged to ensure threat 
intelligence awareness and 

sharing.

Incident reporting
Organisations should
report significant cyber
incidents to NCSC, Police
Scotland, and appropriate
authorities dependent on
status (e.g. NIS Competent
Authorities, ICO, etc.)

Triggers
Where payment card data
is processed, organisations
will be asked to confirm
compliance with PCI DSS
requirements for
protecting payment card
data.

Public sector buyer uses Risk Profile 
Assessment Tool to generate risk 

profile.

Supplier presented with Supplier 
Assurance Questionnaire aligned to 

risk profile.

NIS +
ISO

NCSC 10 Steps +
GDPR controls

Signpost suppliers to good practice
e.g. NCSC Guidance

Controls for Very Low risk profile PLUS 
Cyber Essentials

Basic Controls aligned with
NCSC Small Business Guide

Basic Controls +
Controls from Cyber Essentials
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Guidance and support

• Procurement Journey and Supplier Journey being updated to reflect these developments.

• Full suite of guidance in place (inc. Supplier comms toolkit), available via different routes

(Supplier Journey, Procurement Journey, Gov.Scot, SCAS tool, etc).

• Support package in place for SMEs and charities, signposted from key sources:

• Cyber Essentials voucher scheme

• Digital Development Loans (https://digitaldevelopmentloan.org/ )

• Digital Boost Scheme ( https://www.bgateway.com/resources/digitalboost )

https://digitaldevelopmentloan.org/
https://digitaldevelopmentloan.org/
https://www.bgateway.com/resources/digitalboost
https://www.bgateway.com/resources/digitalboost


Scottish Cyber Assessment Service
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Further Information:-

• Cyber Resilience Framework – Applies to Scottish Public Sector organisations and encourages

robust management of supply chain cyber security.

• Scottish Procurement Policy Note (SPPN 2/2020) – Public Sector Supplier Cyber Security

Guidance

• Scottish Public Sector Supplier Cyber Security Guidance Note

• Supporting Documentation (Example Tender wording, contract clauses, Cyber

Implementation Plan Template, Question Sets & communications resources).

• Scottish Cyber Assessment Service Tool – available for public sector organisations as buyers and

all private sector organisations as suppliers.

https://www.gov.scot/publications/cyber-resilience-framework/
https://www.gov.scot/publications/scottish-public-sector-supplier-cyber-security-guidance-sppn-2-2020/
https://www.gov.scot/publications/scottish-public-sector-supplier-cyber-security-guidance-note/
https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/
https://cyberassessment.gov.scot/


Questions?

Paul.chapman@gov.scot

Paul Chapman

Head of Public Sector Cyber Resilience
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